Guideline to configure the transparent communication with MQTT mode
of Ethernet IP device for 4G Router

The following uses a Local Server test environment as an example,shown as Figurel.
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1.Connect the LAN port of the router to the computer, and set the automatic dhcp mode for the
computer Network Ineterface Card, and ensure that the computer can obtain the address
192.168.1.x, netmask 255.255.255.0( with dhcp mode or static ip).
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2.0pen the browser, type the default IP address of the router with 192.168.1.1, then press Enter.

And then input the username/password with admin/admin to login the Router.

192.168.1.1]cgi-bin/luci oo B aQ 2 v » 0O
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Authorization Required

17 admin




3.After logging , you will see overview details about the router system, including the
software/hardware version, product model, product id, networking mode, and MAC address, etc.

¢ C  a 2 |[19216811)cgi bin/luc/ W a®w % » 02

M2M wireless terminal Cellular Router
System Status “ x ‘ Smartlink x » Tab operation ~
Qverview -
Status
Roules
System Log System
Kemel Log Router Name M2ZM Product Name ZR2T215
Firmware Version Premium Wireless Router v2.5.221125 Product ID 1120ZR21908270518
Realfime Graphs
Local Time Mon Nov 28 19:44:33 2022 Hardware Class Single Model Single Card
IR Uptime oh 8m 39 MAC Address 34:0a:68:24 b8 ec
Advanced Network Load Average 1.06,1.11,058 WAN Mode 4G/56 and Wired

VPN Configuration

MobileWAN Status

System Management >

Interface Mobile Network1

Logout Gateway -

|Pv4Address. E

DNS =

Modem Type LTE/WCDMA/TD-SCOMA/EVDO/CDMA/EDGE/GPRS/GSM
Modem IMEI 868821041133992

Modem IMSI =

Modem ICCID -

Network Operator -

4. Check the LAN IP address of the router (you can also change the default IP for specific
using )and PC address directly connected to router(for later testing), shown as follows.

» Tab operatio

System Status > “ Overview x Smartlink x x

Basic Network

WAN LAN MGT
Switch

Hostnames Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of
Static Routes several network interfaces separated by spaces. You can also use VLAN notation INTERFACE. YLANNR (2.q.: ethd. 1)

Wired Network

Common Configuration

Mobile Network

General Setup Advanced Settings
Wireless Network

Status  Collecting data...
Static address

Protocel  Static address b
Advanced Network

IPv4 address  192.168.1.1/24
VPN Configuration > [

Use custom DNS servers

System Management >

Logout IPv6 assignment length g4 &

IPv6 assignment hint




System Status “ x Smartlink x Wired Nebwork 3 23 Tab operation ~

MAU AQOress: 34:UALE 24 BEEC

Overview ethl -
Netmask: 255 255 255 255
Rouks Gateway: 0.0.0.0
Active Connections 160 / 16384 (0%)
System Log
Kemel Log
Realtime Graphs Memory
: Total Available IEEREEGn o b (s8%)
Basic Network
Free IR -1 (52%)
Advanced Network
Buffered B 7768 kB /123688 kB (6%)
VPN Configuration
System Management > DHCP Leases
Logout Hostname IP Address MAC-Address Leasetime remaining
me007 192.168.1.236 EAET-49TAATFI 11h49m21s
Wireless
Generic MACB0211 802.11bgn Wireless Contraller (radio0) SSID: ZR27215-24bg%ec
Mode: Master

Channel: ¢ (2.437 GHz)

Bitrate: ? Mbit/s

BSSID: 34:0A:68:24:B8-EE

Encryption: mixed WPA/WPAZ PSK (CCMP)
Uptime: Oh 10m 575

0%

SSID: default
& Mode: Client
i Channel: 6 (2.437 GHz)

Bitrate: ? Mbit/s

Wiralace ic dizahlad ar nnt acenriatad

5.Confirm the WAN interface address of the router owns the same subnet network as the
MQTT server( they can ping each other well). They are as follows.

System Status “ Smartlink % * » Tab operation ~
Overview Network -
ot WiredWAN Status Type: dhep:

IPv4Address: 192.168.10.119
System Log MAC Address: 34.0A06:24:B8EC
s~  Netmask: 255.255.255.0
Kemnel Log eth1 Gateway: 192.168.10.1
DNS 1: 202.96.134.33
Realtime Graphs Expires: 23h 57m 553
Connected: Oh 2m 55

Basic Network Active Connections | 224 /16384 (1%)

Advanced Network

VPN Configuration Memory

System Management > Total Available _88 KB (57%)

Free INGEETRREE o5 k8 (50%)
Logout
Buffered . 8344 kB / 123688 kB (6%)
DHCP Leases
Hostname IP Address MAC-Address Leasetime remaining
mec007 192.168.1.236 E4ETAQTAATF3 11h 57m 525




System Status

Basic Network

Advanced Network

VPN Configuration

System Management -
System
Adminisiration
Backup / Flash Firmware
Network Diagno:
Device Reboot

Logout

“

Smartlink x Overview x x

» Tab operation ~

Network Diagnostics

Network Utilities

—=—IH T TeSL SefvVeriP
[Pvd IPvd ~

PING 10.10.11.13 (10.10.11.13)
G4 bytes from 10.10.11.13:
64 bytes from 10.10.11.13;
G4 bytes from 10.10.11.13;
64 bytes from 10.10.11.13;
64 bytes from 10.10.11.13:

56 data bytes

seq=0 tt1=63 time=21.731 ms
seg=1 tt1=62 time=0.937 ms
se0=2 tt1=63 time=1.074 ms
seg=3 tt1=63 time=1.362 ms
seq=4 tt1=A3 time=0.789 m=z

—— 10.10.11. 13 ping statistics ——
6 packets transmitted, § packets received, 0% packet loss
round-trip minfavg/max = 0. T88/5. 1768/21. 731 ns

6. Start to configure smartlink usage.

6.1 to config ‘cloud’/’uplink device’ option:

NSLOOKUP

set it to MQTT Client mode, select protol to

PASS-Throuth and type MQTT Server IP and port/username/password/Subscribe topic/report

topic all well.

System Status

Overview % % | Wired Network x

» Tab operation v

Basic Network

Advanced Network

Firewall

Port Forwards

Siatic NAT

Smartlink

M2M Platiorm

Network Monitor

Link Control

Dynamic DNS

SNMP Service

VPN Configuration >

System Management >

Logout

General Collection Advance

Mode Configuration

Enabled Uplink Device Downlink Device
V¥ Cloud UART_DEV EDIT DELETE
Connection Configuration
Enabled Name ‘Working Mode Target Address Status Conns Protocaol
v Cloud TCP Server 30001 Listening 0 Pass-Through DELETE
v UART_DEV UART COM1 Connected 1 Pass-Through EDIT LETE
Serial Configuration
Interface Speed Data Bit Stop Bit Parity Flow Control
com1 115200 ] 1 None None EDIT

SAVE & APPLY RESET



System Status “ ® Overview % | Network Diagnostics » Tab operation ~

Basic Network > -
General  Collection  Advance
Advanced Network
Cloud
Enabled
Firewall
Name  Cloud
Porl Forwards
Waorking Mode | MQTT Client -
Static NAT
Server Address | 10.10.11.13:1883 .
Smartiink
M2M Piatform
Protocol | Pass-Through ~
Network Monitor
Username | zhwi
Link Control
Dynamic DNS Password | ceveees *
SNMP Service subscribe Topic | upftest
VPN Configuration > Report Topic | down/test
System Management > Qes 0 "

Logout ClientID  1120ZR21908270518

MOTT Keepalive Period

Enable Heartbeat [

BACK TO OVERVIEW SAVE & APPLY RESET
v

System Status « % | Oveniewx  MNetwork Diagnostics x W | Tab operation -

Basic Network

General  Collestion  Advance
Advanced Network

Mode Configuration

Enabled Uplink Device Downlink Device
Firewall v Cloud UART_DEV
Port Forwards m
Stalic NAT
Smartiink
M2M Platiorm Connection Configuration

Enabled Name Working Mode Target Address Status Conns Protocol
Netwark Monitor

v Cloud MQTT Client 10.10.11.13:1883 Connected 1 Pass-Through

Link Contral
Dynamic DNS v UART_DEV UART comMi Connected 1 Pass-Through

SN Service m

VPN Configuration

System Management >

Serial Configuration

Logout Interface Speed Data Bit Stop Bit Parity Flow Control

COM1 9600 8 1 MNone MNone EDIT
s

6.2 to config ‘UART_DEV’/’Downlink Device’ option: set it to tcp client mode(We simulate the
IP address of the computer as the user network device running in TCP Server mode), select protol
to PASS-Through.



System Status

Basic Network

Advanced Network

Firewall

Port Forwards
Static NAT
Smartiink

MZ2M Platform
Network Monitor
Link Control
Dynamic DNS

SNMP Service

VPN Configuration

System Management >

Logout

System Status

Basic Network

dvanced Network

Port Fonwards
Static NAT
Smartlink

M2M Pilatform
Netvwork Monitor
Link Conirol
Dynamic DNS

SNMP Service

x Overview x

Network Diagnastics x

W | Tab operation >

General  Coilection

Mode Configuration

Advance

Enabled Uplink Device Downlink Device
< Cloud UART_DEV EDIT
Connection Configuration
Enabled Name Working Mode Target Address Status Conns Protocol
v Cloud MOTT Client 10.10.11.13:1883 Connected 1 Pass-Through T DELETE
[e—
v Lu»m'r,DEv UART comt Connected 1 Pags—'rwmir] EDIT DELETE
| Configuration
Interface Speed Data Bit Stop Bit Parity Flow Control
com1 9600 8 1 MNone Hone EDIT
AVE & APPLY
% | Overviewx = Metwork Diagnosfics % W | Taboperation ¥
General  Collection  Advance
UART_DEV
Enabled
Name  JART_DEV
working Mede | TCP Client ~
Server Address | 192.168.1.236:502
Frotocal | Pass-Through ~
Enable Heartbeat [
BACK TO OVERVIEW

SAVE & APPI RESET

6.3 All configuration finished as below (here we don’t need Serial Configuration any more).

System Status
Basic Network

Advanced Network

Firewall

Port Forwards
Static NAT
Smartiink

M2M Piatform
Network Monitor
Link Control
Dynamic DNS

SNMP Service

VPN Configuration

System Management >

Logout

Qverview %

Metwork Diagnostics %

> Tab operation =

General  Collection

Mode Configuration

Advance

Enabled Uplink Device Downlink Device
v Cloua UART_DEV
Connection Configuration
Enabled Name Working Mode Target Address Status Conns Protocol
N Cloud MaTT Client 101011131883 Connected 1 Pass-Through
v UART_DEV TCP Client 1921681 236502 Disconnect o Pass-Through
Serial Gonfiguration
Interface Speed Data Bit Stop Bit Parity Flow Control
com 9600 8 1 None None

EDIT DELETE

SAVE & APPLY



7. Firstly, to install and run the MQTTx client testing tool on the computer.

Then try to configure all MQTT portocol parameters refering to the following steps.
@ marTX - o X
.File Edit View Window Help

Connections < Back New
Name ‘ mqtt_test | 0]
*ClientID  mgtix_a2303771 c 0
“Host | matt || 10101113 |
Port | 1883 *

Jata Username zlwl

Password | eseee 4

SSL/TLS true O false

>

Connect Timeout (s) 10

Keep Alive (s) 60

& mQrTX - m] X

File Edit View Window Help

Connections || mqtt test vV @ h £
“ ® mqtt_test@10.10.11.13.. o = Plaintext A Received Published
Payload: Plaintext QoS: 2 Retain
5 up/test
abc i




2 MQTTX
File Edit View Window Help

New Subscription

* Topic 7

I ‘ down/test I

* QoS Color

0 #BE1ETA

8

8.Run the TCP/UDP network tool (to set TCP Server mode with port 502 for example) and MQTT
client tool on the computer at the same time, then you can see that the data sending and

@ martx = = x
File Edit View Window Help
Connections | Hewtoiccion | mgtt test ¥ B 2
SEND ASCIT T ® matt_test@10.10.11.13 e e = @ Plantex Al Receved  Published
1:24:59, 385]4 SEND ASCIT T0
I down/test ) Topic: down/test  QoS: 0
Recv Options 1 |(ze22-11-29 21.24:88, 80018 sEND ASCII 1O 778899
@ ASCH  HEX o

F Logmode disgley | |(:02; ;2 30514 SEND ASCIL 10 ML
W Auto linefeed 72890

o [ | P Deevive

Nore . Clew

report topic well

5:02. 00414 SEND ASCII T0 ALL>

6.681]8 RECY ASCIL FROM Topic up/test  QoS: 2

abedefabe

7 70518 RECY ASCIL FROM

MQTT Client Tool

Topic up/test  QoS:2

abcde fabe

Seod Options
@ ASCH C HEX
™ Use escape chars
™ ATCMD auto CR+L

™ Append checkbits
o Dmhdlcy/|*Dm § Clew 4§ Clear

Payload:  Praintext Qs 2z Retain

upftest

abcdefabe

L= ™ = subscribe topic well .
\# Resdvl 77 BX165 | TX166 Reset | click to send




Shortest Kistory

14 Readv! 2725

ICE/UDE Net A

Datato |

@ MaTTX
File Edit View Window Help

152

A B8 T 22 PY

[ooze-1129
Ax BB CC EE PR

5]8 SEND HEX TO ALL

[
Ax BB CC EE FE

D MEX TO A

59.906]¢ KECY MEX FROM

Connections

RX178 TX206

10

maqtt test

| downvtest

@

Payload:
upltest
245566

Topic up/test  Q0S: 2

445566

Topic up/test  QoS:2

445566

2 Retain




