Guideline to configure the transparent transmission mode
of serial port 232/485 for 4G Router

The following uses a Local test environment as an example,shown as Figurel.
For User’s public Server network environment just refer to Figure2.

The network topology:

Uplinnk Cloud: TCP Client

Downlink UART DEV: UART

RX-TX
TX-RX
GND-GND

RS232-USB Converter

Serial Device directly |
connected to PC for Testing TCP Server

Figurel

TCP Server/Cloud Flatform

/ Internet Dﬁiﬁ‘

Uplinnk Clpud: TCP Client

Downl ink_}f\RT_DE Vi UART

N ////
Device Serial Device Communication with
RS232 Serial Remote Server

Device

Figure2



1.Connect the LAN port of the router to the computer, and set the automatic dhcp mode for the
computer Network Ineterface Card, and ensure that the computer can obtain the address
192.168.1.x, netmask 255.255.255.0( with dhcp mode or static ip).

LAN TP: 192.168.1.1 ' % ?
Netmask: 255.255.265.0 |
LAN

IF: 192 163. 1. X (2-254) IF: 192.163. 1. X (2-254)
Netmask: 255. 255, 255.0' l Netmask: 255,255, 255.0

Desktop Laptop
PC

2.0pen the browser, type the default IP address of the router with 192.168.1.1, then press Enter.

And then input the username/password with admin/admin to login the Router.

& C A F7Z2 |[192.168.1.1fcgi-bin/luci o B A 2w w » 0O

Cellular Router

Authorization Required

17 admin




3.After logging , you will see overview details about the router system, including the
software/hardware version, product model, product id, networking mode, and MAC address, etc.

¢ > ¢ a T (1921681 cgibin/luc/ W Q®w % * 02 :

M2M wireless terminal Cellular Router
System Status “ x ‘ Smartlink x » Tab operation ~
Qverview -
Status
Roules
System Log System
Kemel Log Router Name M2Mm Product Name ZR27215
Firmware Version Premium Wireless Router v2.5.221125 Product ID 1120ZR21908270518
Realfime Graphs
Local Time Mon Nov 28 19:44:33 2022 Hardware Class Single Model Single Card
Basic Network Uptime oh 8m 395 MAC Address 34:02:68:24:h8:ec
Advanced Network Load Average 1.06,1.11,058 WAN Mode 4G/5G and Wired
VPN Configuration
MobileWAN Status
System Management >
Interface Mobile Network1
Logout Gateway -
|Pv4Address. E
DNS E
Modem Type LTE/WCDMA/TD-SCOMA/EVDO/CDMA/EDGE/GPRS/GSM
Modem IMEI 868821041133992
Modem IMSI =
Modem ICCID -
Network Operator -

System Status > “ Overview x Smartlink x x » Tab operatio

Basic Network

WAN LAN MGT
Switch

Hostnames Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of

Static Routes several network interfaces separated by spaces. You can also use VLAN notation INTERFACE. YLANNR (2.q.: ethd. 1)

Wired Network
Common Configuration

Mobile Network
General Setup Advanced Settings
Wireless Network
Status  Collecting data...
Static address
Protocel  Static address v
Advanced Network >
IPvé address  192.168.1.1/24 +

VPN Configuration > [ -
System Management > Use custom DNS servers
Logout IPv6 assignment length g4 -

IPv6 assignment hint




System Status “

x Smartlink x Wired Network x

» Tab operation ~

Overview

Routes

System Log

Kemel Log

Realtime Graphs

Basic Network

Advanced Network

VPN Configuration

System Management >

Logout

Active Connections

Memory
Total Available
Free

Buffered

DHCP Leases

MAC Adaress: 34:0A LS 24 HEEC
Netmask: 255 255 255 255
Gateway: 0.0.0.0

ethl

160 / 16384 (0%)

S < %)
ISR o <o -2%)

B 77ce ke /123688 kB (6%)

Hostname IP Address

me007 192.168.1.236

MAC-Address

EAET-49TAATFI

Wireless

Generic MAC80211 802.11bgn Wireless Controller (radio0)

5. Start to configure smartlink usage.

5.1 to config ‘cloud’/’uplink device’ option:

SSID: ZR27215-24b3ec
Mode: Master

Channel: ¢ (2.437 GHz)
Bitrate: ? Mbit/s

BSSID: 34:0A:68:24:B8-EE
Encryption: mixed WPA/WPAZ PSK (CCMP)
Uptime: Oh 10m 575
SSID: default

Mode: Client

Channel: 6 (2.437 GHz)
Bitrate: ? Mbit/s

Wiralace ic dizahlad ar nnt acenriatad

0%

0

&

set it to TCP Client mode,

address and port of the server must be the same as that of the PC.

System Status “

Overview % % | Wired Network x

Leasetime remaining

11h49m21s

and make sure the IP

» Tab operation v

Basic Network

Advanced Network

Firewall

Port Forwards
Siatic NAT
Smartlink

M2M Platiorm
Network Monitor
Link Control
Dynamic DNS
SNMP Service

VPN Configuration >

System Management >

Logout

General Collection Advance

Mode Configuration

EDIT DELETE

Enabled Uplink Device Downlink Device
Vv Cloud UART_DEV
Connection Configuration
Enabled Name ‘Working Mode Target Address Status Conns Protocaol
v Cloud TCP Server 30001 Listening 0 Pass-Through
v UART_DEV UART COM1 Connected 1 Pass-Through
Serial Configuration
Interface Speed Data Bit Stop Bit Parity Flow Control
comi 115200 8 1 None None

EDIT
SAVE & APPLY RESET



System Status “«

Basic Network

Advanced Network

QoS

Firewall

Port Forwards

Static NAT

Smartlink

M2M Piatform

Network Monitor

Link Control

Dynamic DNS

SNMF Service

Overview % ® | wired Network X »  Taboperation~
General Collection Advance
Cloud
Enabled
Name  Cloud
Working Mode | TCP Client
server address | 152 1681 236:20000 | B
PPort
Protocal | Pass-Through
Enable Heartbeat 7]
BACK TO OVERVIEW SAVE & APPLY RESET

5.2 Set serial port parameters, such as baud rate, data bit, and parity bit.

System Status

Overview % % | Wired Network x

» Tab operation

Basic Network

Advanced Network

Firewall

Port Forwards
Stafic NAT
Smartlink

M2M Platiorm
Network Monitor
Link Control
Dynamic DNS
SNMP Service

VPN Configuration >

System Management >

Logout

Made Configuration

Enabled Uplink Device Downlink Device
¥ Cloud UART_DEV EDIT DELETE
Connection Configuration
Enabled Name Working Mode Target Address Status Conns Pratocol
v Cloud TCP Client 192.168.1 236:20000 Disconnect 0 Pass-Through EDIT DELETE
v UART_DEV UART COM1 Connected 1 Pass-Through EDIT DELETE
Serial Configuration
Interface Speed Data Bit Stop Bit Parity Flow Control
com1 l 115200 g None None I




System Status

Basic Network

Advanced Network ~

Firewall
Port Forwards
Static NAT
Smartlink
M2M Platform
Network Monitor
Link Control
Dynamic DNS
SNMP Semvice
VPN Configuration >

System Management >

Logout

System Status

Basic Network

Advanced Network ~
QoS
DMZ
Firewall
Port Forwards
Static NAT
Smartlink
M2M Platform
Network Monitor
Link Control
Dynamic DNS

SNMP Service

VPN Configuration >

System Management >

Logout

“ Overview % x Wired Network % » Tab operation ~
General Collection Advance
comMl
Speed | 9600 ~
DataBit 8 ~
StopBit 1 ~
Parity  None ~
Flow Control ~ None ~
Enable Frame
Frame Interval 60
Frame Length 1460
BACK TO OVERVIEW SAVE & APPLY |
5.3 All configuration finished , show as figure below.
“ Overview x x Wired Network % » Tab operation ~
General Collection Advance
Mode Configuration
Enabled Uplink Device Downlink Device
v Cloud UART_DEV EDIT DELETE
Connection Configuration
Enabled Name Working Mode Target Address Status Conns Pratocol
v Cloud TCP Client 192.168.1.236:20000 Connected 1 Pass-Through EDIT DELETE
V UART_DEV UART coM1 Connected 1 Pass-Through EDIT DELETE
Serial Configuration
Interface Speed Data Bit Stop Bit Parity Flow Control
COM1 9600 8 1 None None EDIT

SAVE & APPLY RESET



5.4 View the com port created by the USB-232 converter on the PC (com4 for example).
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5.5 Run the Serial port test tool (select com4 and set the correct baud rate parameters) and the
TCP/UDP network test tool (set the mode to TCP Server and set the correct IP address :port) on

the computer at the same time;

Finally, data sending and receiving tests were conducted between the two tools as follows.

3 Hercules SETUP utility by HW-group.com = [m] X TCE/UDE Het Assistant

UDP Setup |TEPEIM!| TCP Server | UDP | Test Mode | About | D.,,hg| Wethssist V4 3.13
Received/Sent data

Serial port CON4 opened Serial § ,:J 03:56. 846]% RECY ASCIT FROM 192 168.1.1 :18392 &
R 1lowor

wordhellowordhellowordhell

hell ihell froms

i aabbcc aabbcc aabbcc aabboc aabbec aabboc asbbec  aabbed|

926]% RECY ASCII FROM 192.166.1.1 :18392

0.926]# RECY ASCTT FROM 192 168.1.1 -1839

14:08. 766]# SEND ASCII TO ALL

04:09.929]# SEND ASCII TO ALL
RS232/485 device serial side 0221120 2010411, 58] SEASTIT T0 AL )
~_TCP Server side
Meale s 28 20:04:17.497]% SEND ASCII TO ALL

aabboo

o @R @D0sR @cCIs [ OIR [ RIS

v

[eboword I HEX  Send DataSend | Cliemts: [ All Conections (1) v|  Discon| § Clear ¢ Clear
.. aabbec
[ I~ HEX Send et grospeen \’ Sead
Hercules SETUP wtility
[ [~ HEX _Send Version 3.2.8

3821 RX 335 TX163 __Resst |

5.6 Additional note: About the device ID identification usage.

Scenario A: Add a device ID when data is reported to server each time.

If multiple serial devices need to report data to the server platform at the same time, and the
platform also needs to identify which router the data is coming from, you can just change the
Pass-Through protocol to Custom Proto and then only configure the device ID. They are as

follows:



System Status > | ook = W | Taboperation~

Basic Network

General  Collection  Advance
Advanced Network v
Mode Configuration

DMz Enabled Uplink Device Downlink Device

= v Cloud UART_DEV m DELETE
Port Forwards m i
]

Static NAT
Smartlink

TRET e Connection Configuration

Enabled Name Waorking Mode Target Address Status Conns Protocol
Nehwork Monitor
El Cloud TCP Client 192 168.1.236:20000 Connected 1 Pass-Through DELETE
Link Gantral

Dynamic DNS ¥ UART_DEV UART coml Connected 1 Pass-Through DELETE
SNMF Service m

VPN Configuration >

>
Systom Memagermant Serial Configuration

Logout Interface Speed Data Bit Stop Bit Parity Flow Control

comt 5500 8 1 Hone Nore
SAVE & APPLY RESET

System Status “ Overdew x x W | Taboperation~
Basic Network -
General Collection ~ Advance
Advanced Network
Cloud
Enabled
Firewall Name  Cloud
i wiorking Mode TGP Client v
Static NAT
Server Address  192.168.1.236:20000 B
Smartlink
M2M Piatiorm
Protocol ~
Network Monitar
Msg Prefix
Link Gontrol
Dynamic ONS
Msq Suffix
SNMF Service Standard hex:sling start at theor B A Bytes lenothi i
VPN Configuration Msg Length Zone Byte g ~
System Management >
MsgSeq @ ~
Logout
MsgCRC  MULL A

DevieelD g1

Repart ID Only On Connect [

Enable Heartbeal [

BACK TO OVERVIEW SAVE & APPL) RESET -




System Status “ Overview X x

W | Tabopersion~
Basic Network
General  Collection  Advance
Advanced Network
Mede Configuration
Enabled Uplink Device Downlink Device
I v Claud UART_DEV EDIT DELETE
Port Forwards m

Static NAT
Smartlink

e Connection Configuration

Enabled Name Working Mode Target Address Status Conns Pratocol
MNetwork Monitor

E Cloud TCP Client 192 168 1 236:20000 Connected 1 Custom Proto m DELETE
Link Gontrol
Dynamic ONS £ UART_DEV UART coM1 Connected 1 Pass-Through EDIT DELETE
SNMF Service m

VPN Configuration >

System Management >

Serial Configuration

Logout Interface Speed Data Bit ‘Stop Bit Parity Flow Control

com 3600 g 1 Hone None [ e
SAVE & APPLY RESET

In this case, you will see each piece of data received by the server contains a device ID, as shown
in the following example:

Note: If the server also wants to send data to the remote serial port device/router, you must add

the device ID before sending data. Otherwise, the router cannot parse and process data properly.

&3 Hercules SETUP utility by HW-group.com - o X TCP/UDE Het Ass
UDP Sewp Serial | TCP Cient | TCP Server | UDP | Test Mode | About | 7| Datalog | Methssist ¥4.3.13
i data
. Serial TCP Server .

Sheied pext CONL opmaed — 2022-11-29 095900, 112]# RECV ASCIT FROM 192163 1.1 -18404>
aaabbbbaaabbbbaaabbbbaaabbbbaaabbbbaasbbbbaaabbbbaaabbbb Thasbbib

(20p2-11-29 09:69.01.306]% RECV ASCIT FROM 192.168.1.1 18404

bbbb
(20 11-29 02.201]% RECV ASCIT FROM 152 168 1.1 ‘18404
0thaabbbb : s
device id +user datas
[20p2-11-29 09:59:03. 760]# RECY ASCIT FROM 192 168.1.1 :18404;
bbbb

L

(2022-11-29 09:59:04.579]# RECV ASCIT FROM 192.169.1.1 :18404

001 anabbbb

[2022-11-29 09:53.06.083]# KECY ASCIT FRON 192.168.1.1 :18404>

001 aaabbbb

[2022-11-29 09:59:05.5091% RECY ASCII FROM 192.168.1.1 :18404;

001 ausbbbb
Modem ines

@SR @cCis [ DIR [ RIS I~ AT CMD auto CRAL
Send I~ Append checkbits 3 -
[ . e s HI_IJ_ I Send Som B DataSend | Clieats: [ Al Connections (1) v| #+ Discon| § Clear £ Clear
it group
ey T g I Penod [1000 ms
| [~ HEX Send Bz Send
Hercules SETUP atility Sherteut  Hiatery

I ™ Hex _send | Vorsion 328 |||l 16" Readv! 80 ) ™0 Rewt |,



UDPSetup Serial | TOP Client | TCP Server | UDP | TestMode | About |

Received/Sent data
Serial port CON4 cpened

a aaabbbbasabbbbaasbbbbaasbbbbaaabbbbaaabbbbaasbbbh778899eeff7

77889921 {7 ££778899eef 1T

££77889%e £

Modem lines

@0 @n @osm @S
Send
|asabbbb

77889%¢e

™ DTR I RTS

Data size

rex_sed || H1D)grous
™ HEX Send
™ HEX Send

Hercales SETUP wtility
Version 3.2.8

W HW-groupcom

Shorteut

I# Readv!

History

TCP/UDE

Het Assistant

Natdssist ¥4.3 13

788994 ££

[2cpz-11-2
899as £l

[2gp2-11

78899« fE

SEND ASCII TO ALL:

SEND ASCIT TO ALL

5518 SEND ASCII TO ALL

7

[2gp2-11-29 04 SEND ASCIT TO ALL)
78899 eeff
bako-11-22 10.01:0 SEND ASCIL TO AL
¢ |001 778899 00 £€
[2022-11-29 10:01:06. 797]# SEND ASCIT TO ALL>
0017788994 ££
[2022-11-29 10 168]# SEND ASCII TO ALL
0017788994 £E
[2022-11-29 10:01 )¢ SEND ASCIT TO ALL
001778899 0 ££
to CR+L v
Dat All Connections (1) v| * Discon| § Clear ¢ Clear
001§{7889%efr

device id+server datas

810 RX:80

T _Resst |

Scenario B: Users need to report the device ID only once each time the router connects to the

server.

In this case, you can change the communication protocol to Custom Protocol and configure both

‘Device ID’ and ‘Report ID only on connect’.

The configure progress is as follows:

System Status

Ouerview X ®

M | Taboperation ™

Basic Network

Advanced Network

Firewall

Port Forwards

MAZM Platiorm

Nebwork Monitor

Link Gontrol

Dynamiz DNS

SNMF Service

VPN Configuration >

System Management >

Logout

General  Collection

Mode Configuration

Advance

o | e

Enabled Uplink Device Downlink Device
¥ Clowd UART_DEV
Connection Configuration
Enabled Name Waorking Mode Target Address Status Conns Protocol
El Cloud TCP Client 192 168.1.236:20000 Connected 1 Pass-Through
¥ UART_DEV UART com Connected 1 Pass-Through
Serial Configuration
Interface Speed Data Bit Stop Bit Parity Flow Control
coM1 9600 a 1 None None

10
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SAVE & APPLY RESET



System Status » “ Overview % » Tab operation =
Basic Network -
General Collection Advance
Advanced Network  ~
Cloud
DMz Enabled
Firewall
Name  Cloud
Part Forwards
Wiorking Mode  TCP Clisnt ~
Server Address | 192.168.1.236:20000 -
M2M Platiorm
Protacol ~
Network Monitor
Msq Prefix
Link Control
Dynamic DNS
Msg Suffix
SNMP Sarvice
YEN CoBRNARON. 7 Msg Length Zone Byte | g ~
System Management >
Logout MsgSeq o ~

MsgCRC | NULL v

DevicelD 005

Report 1D Onl§ On Connect

Enable Heartheat [T

BACK TO OVERVIEW SAVE & APPL b

System Status W | Overviewx bl M | Taboperation~

Basic Network

General  Collection  Advance
Advanced Network

Mede Configuration

Enabled Uplink Device Downlink Device
Firewall v Cloud UART_DEV =0 DELETE
Port Forwards m

Static NAT
Smartlink

e Connection Configuration

Enabled Name Working Mode Target Address Status Conns Pratocol
MNetwork Monitor

E Cloud TCP Client 192 168 1 236:20000 Connected 1 Custom Proto m DELETE
Link Gontrol
Dynamic ONS £ UART_DEV UART coM1 Connected 1 Pass-Through EDIT DELETE
SNMF Service m

VPN Configuration

System Management >

Serial Configuration

Logout Interface Speed Data Bit ‘Stop Bit Parity Flow Control

com 3600 g 1 Hone None [ e
SAVE & APPLY
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In this case, the test shows that the router reports the device ID every time it reconnects to the
server. All data communication is normal transparent transmission, as shown below.

49 Hercules SETUP utility by HW-group.com - ] x

UDP Setup  Setial | TCP Client | TOP Server | UDP | Test Mode | About | |
Received/Sent data - (1) Protocol
Serial port COM4 opened |
jaahbbbaaahhbban]bhhhu]hhhbl

D-ulogl

[2022-11-29 10:01:07.509]% SEND ASCIT TO ALL> a
001778690 e £ £

[2022-11-29 10:09:03 682]# Client 192 168.1.1:18404 gets offline

[2022-11-29 10:09:05. 737]¥ Client 132 168 1 118406 gets online

[2022-11-28 10:09:05. 745]# RECY ASCIT
oos

ROM 192, 168. 1.1 :18408!

device id

[2022-11-29 10:09:14. 709]# Client 192 |68.1.1:18412 gatx online.

[2022-11-29 10:09:14. 729]# RECV ASCIT
joos

ROM 192 168. 1.1 18412

e 1005 3. 516k

aaabbbb
user datas

10:09:38. 205]% RECY ASCIT FROM 192.168.1.1 ;18412

ROM 192, 168.1.1 118412

[2022-1

anabbbb

[2022-11-29 10:25:67 106]% Client 192.168. 1, 1:18416 gets online.

[2022-11-29
| 005

0:26:67. 138]1% RECY ASCIT FROM 192.168.1.1 :18416

[2022-11-29 10:25:59.930]% RECY ASCII FEOM 192.168.1.1 :18416:

{
Send Options—————— [sasbbib
& e Wi - [l Sees [2022-11-29 10:26:01.021]¥ RECY ASCIT FEOM 192.168.1.1 ;18416
‘ @ @0sA @cTs O [ ATS | sasbbb
| [ ATCMDmioCRAL v
Send I Append checkbits
Data Send T « Discon| § Clear ¢ Clear
[osabtet rhex_sed | HLDsToup | T smttoate Glients: [ AR Comecions (1) -] & Discon| § Clewr £
g ||| T Feiot 1660 s
[ ™ HEX Send || —mrodiferowpson Send
Hercales SETUP wiliey | | Shertout History
! Hex_sod || verson 320 i pen — om0 | man | T _Re |
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